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The below diagrams illustrate how the DW Spectrum components work together to comprise a “System”.
The following icons are used:

System
User
Server

Camera
& Client

¢ Cloud

DW Spectrum has a unique Client-Server hive architecture where the servers discover devices and manage
system users and data together.

A System can be defined as one or more servers, their connected streaming devices (IP Cameras, 1/0
devices), streams (RTSP, HTTP, UDP), storage (HDDs, NAS, DAS, etc.), and connected Desktop, Mobile, or
Web client applications.

Multiple servers can be merged/grouped together into a single System. For example, when there are
multiple servers covering more than one location with cameras or if the total number of cameras is too
large to process with just one computer, servers can be merged to integrate system resources and increase
stability across a System.

e The maximum recommended number of servers per system is no more than 100 servers and

e The maximum recommended number of resources (Cameras, NVR channels, /O modules, etc.) per
system is no more than 10,000 devices (if a user reaches 100 servers in a system, the maximum
recommended number of cameras per server is reduced to 100).

e The maximum recommended number of supported users per system is no more than 1,000
concurrent clients at a time (varies by hosting network capability)

A System can have multiple A System can have multiple servers and  |A single server with no
cameras and just one server cameras cameras is also a
System

a a

@

§}m
§}m
g}m
i
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If there is only one server, there is little to no difference between the server and the System, and they can
be considered equivalent. However, if there are more servers merged in a System the differences will
become significant.

All servers in a System are equal and each of them has all the information about all cameras, users, and
settings in the System. However, video archives (stored video recordings) are not shared equally across all
servers. Recorded video is stored locally, only on the server to which a camera is connected.

If you replace one server in the System with a new one (e.g., for an update or repair), all System settings
will be retained — but the portion of the video archives that is recorded on the old server’s storage drives
are not automatically transferred or copied.

Every System has a list of user accounts that are allowed to access resources (Server, cameras, etc.). To log
in to a System, you must be an authorized user. Every System has a special “Owner” user account with
super-admin rights. Only the Owner of a System can grant Administrator rights to other users.

Users can be added to or deleted from the System by the Owner and other Administrators.

A DW Cloud user has access to all servers that that their Cloud account has been added to and that are
connected to DW Cloud (see Connecting System to DW Cloud).

An Administrator can specify every parameter of a new user (name, password, email, etc.), and can
manage these parameters in the future. Each user can be assigned to have different user rights within the
System. For example, a user account with limited access permissions might be set up where they will not
be able to see specific servers or resources within the system but would still be able to connect to those
servers.

Some users have access to everything in the Other users only have access to a few settings or
System and can edit or manage its settings. none at all and can see only certain cameras.
- -

- a - a

UUUYU UUUD Y

The term "User" can mean the same thing as the term account, or it can refer to a physical person. A given
person can have multiple accounts — for example, different accounts to access different Systems, or
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different accounts with different access rights to a single System. "User Roles" are used to easily assign the
same set of access rights to multiple users. The maximum recommended number of users per system is

1,000.

"Server” in this manual can refer to either the server application (called the Media Server) or the computer
on which the Media Server application is installed. The maximum recommended number of cameras per
server is 128 devices.

Servers can be used to:

1)
2)
3)
4)
5)
6)

7)

Receive video streams from cameras

Manage camera settings

Record video from cameras to internal or external storage
Process and analyze video — for example, detect motion
Manage user database and access levels

Track certain events and react to them

Work with different hardware devices — for example, NVRs, I/0 modules, or door locks

Client applications can connect to servers and can show live or recorded video from cameras in the System.
Clients can also be used to manage the System, server, and cameras settings. A client can be connected to
different servers, but only to one at a time. However, any number of clients can be connected to one
server at any time. If the client is connected to a single server in the System, it has access to the entire
System through this server including all other servers and cameras, System settings, and camera settings.

-1 —]
-

The following client applications allow operators to access and manage their System(s) with an intuitive

GUI:

DW Spectrum Desktop — The most powerful Client application. Available on Windows, MacOS and
Ubuntu Linux.
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O

Connect to any server

View live streams

Playback recorded video and local video files

Playback up to 64 videos simultaneously

Advanced camera controls — PTZ, 2-way-audio, 1/O ports, etc.
Built-in web browser

Manage users, cameras, System, and server settings

View event logs and user behavior logs

e DW Spectrum — Available on Android and iOS.

O

o

O

o

O

o

Connect to any server

View live streams

Playback recorded videos

Camera controls — PTZ, 2-way-audio
Smart Search

Push Notifications

e DW Spectrum Server Web Admin — Also called "Web Client". Can be opened in any modern web

browser.

O

O

o

O

o

Server specific
View live streams
Playback recorded videos

Access Health Monitoring

Manage users, cameras, System, and server settings (see Opening DW Spectrum Web Client
for details)

e DW Spectrum Cloud Admin

A valuable feature of DW Spectrum is DW Cloud — a cloud-connection service that is hosted on the Internet
and that extends functionality of DW Spectrum Systems.

In addition to the default functionality, DW Cloud also gives the ability to:

1) Loginto multiple Systems with a single account

2) Connect to servers through the Internet without needing to memorize an external IP address

3) Add users to your Systems via an email invite

To access Cloud features, a System must be connected to a Cloud account and be a Cloud System (as
opposed to a Local System). Use Create a Cloud account to interact with DW Cloud to make a new account.

You can do the following with a Cloud account:
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1) Loginto all your Cloud systems in the same way as with a regular user account, but with a single
login

2) Login to Cloud systems from desktop and mobile clients

3) Logging in to DW Cloud

4) Connect your Systems to DW Cloud

5) Restore a password using your email address

Users with Cloud accounts referred to as “Cloud users.” Users with regular accounts or local accounts are
referred to as “Local users.”

Local accounts belong to the System and cannot be moved elsewhere or used in the different services.

However, Cloud accounts are not limited to being linked to only one System. System Administrators do not
need to create a new local account for each user but can just add a Cloud account to their System and
assign a user role and permissions. Through their Cloud account, Cloud users can access all registered
Systems with a single DW Cloud login.

Administrators specify only the account itself. All other parameters, such as the user ID (email) and
password, are defined by the Cloud account users themselves.

For example, in the diagram below, Users 1-5 are Local user accounts — they exist only within the local
System databases and are managed by System Administrators. However, User 6 is a Cloud user — the
account is the same for both Systems and is managed on the Cloud Portal by the Cloud account user. The
System database has information about this account but cannot manage it. All that the Administrator
needs to do is allow User 6’s Cloud account access to the System.

)

a @
d
F

® & @ o
dlif | i alf 3 4 45

To connect a System to DW Cloud, you must log in to the System using the Owner account. In the DW Cloud
tab of the System Administration dialog, specify the Cloud account that the System will be associated with.
This account will also receive Owner’s access permissions and be displayed in the interface as the System
Owner.

After a System is connected to DW Cloud, it has access to all Cloud features, and can be disconnected from
DW Cloud at any time. However, after being disconnected from the Cloud a System becomes a local
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System again and all other Cloud user accounts will be removed from the System. Other settings and video
archive will not be affected.

Benefits to using the Cloud Portal:

1) Cloud accounts can be created on the Cloud Portal — a web service which is independent of any

System and available to everybody.

2) On the Cloud Portal you can see all your Cloud Systems, view video, and edit some of the settings.

3) You can log in to all Systems associated with your Cloud account from the client Welcome Screens.

Click on the DW Spectrum shortcut icon on your PC or mobile device interface to launch the application.
The Welcome Screen will then display.

Using the “applauncher.exe” executable file is recommended to launch the newest installed version of the
DW Spectrum desktop client. In addition, if another executable is used, it is possible that the client auto-
restart will not work during automatic software updates and the restart to compatibility mode and
interface language changes may be disabled.

If your client version has been auto updated, there may be other executable files in other folder locations.

DW Spectrum can be launched from the following default initial installation locations:

e Windows Locations

O

(@)

O

From the Windows Desktop, double-click the DW Spectrum shortcut icon.
Open the Windows Start Menu > Programs > Digital Watchdog > DW Spectrum

Open the DW Spectrum installation folder (the default location is c: \Program
Files\Digital Watchdog\DW Spectrum\Client\<VERSION>\DW Spectrum

Launcher.exe) and open the DW Spectrum executable file.
Automatically launch DW Spectrum when a Windows computer starts up:
a. Open Main Menu > Local Settings > General
b. Check the “Run Application when PC boots up” checkbox.

c. Click Apply to accept changes, OK to save changes and close the dialog, or Cancel to
discard changes.

& NOTE: This option is only available on Windows.

e Linux Locations

o

O

Click on DW Spectrum shortcut icon

From the installation folder: /opt /digitalwatchdog/client /<VERSION>/bin/applauncher

e macOS Locations
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o Use the DW Spectrum shortcut icon located in Applications or Launchpad

o From the installation folder: /Applications/DW Spectrum.app/Contents/MacOS/applauncher

@ IMPORTANT: To display video and graphics properly, it is important to have the most current video
drivers installed. If current video drivers are not installed, a warning will display prompting you to update
your installation.

The DW Spectrum Client detects PC system configuration automatically. If the CPU and/or GPU are
insufficient to render all graphics, the Client will launch in configuration mode. This mode restricts
functionality as follows to limit CPU load and graphics usage:

e Only one video can be viewed at a time
e Notifications are disabled in the client

e Movement of interface elements is disabled

To Close DW Spectrum Desktop Client:

e Click on the "X" button in the top right corner

e Go to Main Menu > Exit

You can set the Desktop and Web Clients to automatically close a user session after a specified amount of
time. All System user sessions will close automatically after the specified amount of time regardless of
activity level or interaction status within the application. Re-authentication will be required at login. This
option is off by default.

e Desktop Client
1) Open Main Menu > System Administration > Security.
2) Enable the Limit session duration checkbox.
3) Enter a timeout length of up to 99, and select days, minutes or hours.
4) Apply changes.
e Web Admin / Cloud Portal

1) Open Settings > System Administration > Security.
2) Enable the Limit session duration checkbox
3) Enter a timeout length of up to 99, and select days, minutes or hours.

4) Apply changes.

The Desktop Client can be launched with a command line parameter to define initial layout. This allows
programming pop-up like behavior and APl access. Multiple parameters may be included but the system
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address, credentials, and user layout open by default. Please contact Support to learn more about
launching the Desktop Client from the command line interface.

Retained settings are restored automatically. To turn off this feature, disable Main Menu > Local Settings >
Automatically restore saved windows configuration.

The following values are saved locally and restored when the Desktop Client is relaunched:

Layouts and tabs opened in the main window
Stream resolution of items on a layout
Visibility and pin state of the Timeline and Navigation Panel

Current tab in the Notification Panel

By default, automatically retained settings are only applicable to a single active Desktop Client window at a
time. To manually retain and restore settings for multiple Desktop Client windows at a time, do one of the
following:

To create save state — Open Main Menu > Save Windows Configuration
To update save state — Open Main Menu > Windows Configuration > Save Current State
To restore save state — Open Main Menu > Windows Configuration > Restore Saved State

To delete save state — Open Main Menu > Windows Configuration > Delete Saved State

Page | 18



To gain viewing access to cameras and other devices, a user must first be connected to a DW Spectrum
System.

Connection can be made via the following DW Spectrum components:

e Desktop Client (on the Welcome Screen or Specific Server forms)

e DW Cloud Portal

e Server's Web Client

e Mobile Client

Sometimes the phrase "log in to a System" is used interchangeably with "connect to a server". In fact, to
establish connection with a DW Spectrum server you must do both — connect to the server using its IP
address and a specific port, then log in to the System using your individual access credentials.

To connect to a server directly (not Cloud), you must specify the server (i.e., host) IP address and port, then
your DW Spectrum account login and password. In desktop and mobile clients, the server address is
entered into a designated field. In the web client, you enter the server IP address and connection port in
the address line of the browser, and then a login and password in a subsequent dialog.

Both Cloud and Local accounts can be used to connect with a server in this way. However, DW Cloud
accounts will not connect if the System you are connecting to doesn’t have connection to the Internet and
you never logged in with this account to this System before. Local accounts should always work if a
network connection is available. External connections will require an Internet connection and possibly port
forwarding.

Another way to connect to a specific server, if it belongs to a System which has been connected to DW
Cloud, is to log in to DW Cloud through the desktop client. Once done, you will see a list of all the systems
that your Cloud account has been added to and can easily log in to any of them just by selecting a
registered System. If you are logged in to the Cloud through the client, your Cloud account login will be
used automatically for Cloud System access.
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In Merged Systems, the server to which you will be connected is determined automatically based on which
server has the best uplink. If your System is connected to the Cloud, you can connect to a specific, known
server by entering its address and the appropriate credentials through the Client.

When DW Spectrum Client is first launched, Systems in your local network are automatically detected and
displayed in the Welcome Screen (shown below). If a user is logged into DW Cloud, Cloud Systems are
characterized with a Cloud icon. No login is required to open the DW Cloud portal through a Cloud-

connected client but will otherwise require that you enter a login if connecting directly instead.

See "Logging in to DW Cloud" for details.

@ NOTE: When accessing a cloud connected multi-server System, the Desktop Client attempts to
connect to the server with the best uplink. Alternatively, you can choose a specific server in the System
for the Desktop Client to connect to, if unreachable, it attempts to connect to another server.

The number of System tiles that can simultaneously display on the Welcome Screen is determined by your
monitor screen size and client window size.

You may use the search bar at the top of the Welcome Screen to search for a specific System by certain
attributes:

e System name

e Server name

e |P address

e System owner (cloud only)

e User's email (cloud only)

Systems that are unavailable for connection will appear grayed-out and can be hidden from the Welcome
Screen. If a system is hidden, it will not be shown when the All Systems display mode is selected.
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The Client can connect to Systems that are running different version of DW Spectrum. If the server
software version is different than what the Client is using, the version number will display in a yellow block
in the lower-right corner of the System tile. If a System is incompatible with the Client, the block will be
red. Selecting a System that is using a different version will require the DW Spectrum Client to restart in
compatibility mode before connecting.

See "Launching DW Spectrum in Compatibility Mode" for information on resolving Desktop Client/System
version discrepancies.

@ IMPORTANT: Compatible hardware supports Safe Mode booting. The hardware boots up in Safe
Mode if something has happened during a previous boot. In this case it is possible to connect to a server,
but it is not possible to perform any configuration.

To Connect to a System:

In the Welcome Screen, click on the tile for the desired System. If it is compatible with the client a
connection dialog will open requesting your login information.

1) Enter a login and password.

'.'.3 NOTE: Optionally, enable Remember me so in the future clicking on the tile will connect
directly to the System using the saved credentials.

2) Click Connect.
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If there are 10 or more unsuccessful attempts to log in from a given IP address within 5 minutes, all log
in attempts from that IP address will be denied for 1 minute.

The Welcome Screen has three display mode options which can be selected from the drop-down menu,
located in the upper-right corner.

e All Systems — displays all Systems on the network that have not yet been hidden or removed
(default display mode)

e Favorites — displays all Systems added to the list of Favorites.

e Hidden — displays all Systems marked to be hidden from other display modes.

For local Systems that are online, a context menu is available that lets you edit or hide the System tile.
Click on the three dots in the upper-right corner to open this menu.

e £dit —expands the tile to the connection dialog without logging to the System. Fields that can be
edited will display a pencil icon when the cursor hovers over them. This is useful, for example, if you
need to log in using a different account or server address. The Remember me option can be toggled.

e Hide — moves the System tile from the default All Systems display mode to the Hidden display
mode.

e Add to Favorites — moves the System tile up in the list when in All Systems mode and adds the
System tile to the Favorites display mode for easy access.

e Delete — removes the System completely (option only appears for offline and incompatible
Systems). The tile will not appear on the Welcome Screen again unless the System is online.

Even when you are not connected to a System, the Welcome Screen main menu provides the following:
e Connect to server — lets you connect to a specific server using its IP address (see "Connecting to a
Specific Server").
e Browse Local Files — use the Welcome Screen as a media player (see "Playing Local Video Files in
DW Spectrum").

e New — launches a Welcome Screen in a new window.

e Start Screen Recording — toggles the recording of the entire screen (see "Screen Recording
(Windows Only)").

e Local Settings — opens the Local Settings dialog where you can choose language, display time and
other global setting (see "Customizing Look and Feel of DW Spectrum").

e About — displays important System and network configuration information (see "Collecting
Additional Information").

e Exit — closes the window (Alt+F4)
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If the system is not connected to DW Cloud (see "Connect your Systems to DW Cloud"), you will have to
connect directly to a specific server using its IP Address or with a Hostname.

To Connect to a Specific Server:

From the Welcome Screen or in the Main Menu, click on “Connect to Server” to open the connection dialog
shown below. Connect to a specific server, log in using a different username, or enter new server
coordinates or login credentials.

If the operation is canceled the current user will still be connected to server.

DN Connect to Server... - W Spectrum Client ? et

Wspectruim

127.0.0.1

admin

Cancel

The following connection details are required:

e Host — IP Address or address of the computer that the server software is installed on (1ocalhost or
127.0.0.1 for All-in-One installations).

e Port—IP Port for access to server (7001 by default).
e Login — Account username used to connect to a server. If connecting for the first time, use "admin"

as the login name.
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e Password — Account password used to connect to a server. Use the same password that was set up
during the initial installation.

e Test — Press this button to check connectivity to a server. The following may cause connection
errors:

o Server is not available

o Specified IP Address is incorrect or inaccessible
o Specified port is incorrect

o Serveris stopped

o Login and/or password are incorrect

o Server and client are incompatible with each other because they are running different DW
Spectrum versions. In this case compatibility mode will be suggested.

If the client is not connected to a server, a user can only access Local Files (see “Playing Local Video Files in
DW Spectrum”).

To Log Out:

e Open the Main Menu and choose “Disconnect from Server”.

DW Cloud is a cloud service hosted on the Internet that extends functionality of DW Spectrum Systems.
See "Working with DW Spectrum" for more information about DW Cloud.

The cloud icon € in the Navigation Panel opens a dialog where you can login/logout of DW Cloud or
create a new DW Cloud account.

To obtain all benefits of Cloud connectivity, the system should be linked to DW Cloud. See "Connect your
Systems to DW Cloud" for more details.

To Create a DW Cloud Account:

1) Open the DW Cloud account registration webpage using a browser or from Desktop Client (the
icon in the Navigation Panel).

2) Enter your registration information and click Create Account.

3) An activation email will be sent to you. Open the email and click Activate Account.

To Log In to DW Cloud from the Desktop Client:
1) Clickthe © icon in the Navigation Panel.
2) Enter your email and DW Cloud password, then click on the Log In button.

Once connected, your email address will be displayed next to the cloud icon, and you can click on it to
open the DW Cloud portal, log out from DW Cloud, or change your Cloud account settings.
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Note that you can connect to a server with the DW Cloud login even if the Internet connection is
temporarily unavailable, but only if you are within the same local network as the server. After several
unsuccessful attempts to log in, connect to, or disconnect from a DW Cloud account, all log in attempts will
be denied for 1 minute.

To Log in to the DW Cloud Portal Interface:
1) Open the DW Cloud portal homepage and click Log In.
2) Enter your DW Cloud account credentials and click Log In.

3) Click on a tile to access the following webpages for the selected system:

o View — Use the Resource Tree to view live and archive footage.

o Settings — Manage users, system and security settings, activate licenses, enable recording,
create a motion mask, etc.

o Information — Use the Health Monitoring tool to check to see if the system is in good shape
and displays information such as the performance of the system and if any errors have
occurred.

The DW Cloud portal homepage displays tiles, and each tile represents a cloud-connected system to which
the user has access.

The DW Spectrum Web Client (Web Admin) provides the following features:

e Owner-level server and System controls

e Live stream viewing

e Playback of archived video

e Camera management (view camera information and configure motion settings)

e Server health and log viewing

e Storage management (view storage information and add external storage)

e User management (add cloud users, remove local/cloud users and change access level)
e View and activate licenses

e Access to developer tools and APl documentation.

To Open the Web Client:
1) Enter {server IP address:7001} in a web browser. For example, “192.168.1.100:7001".

If the default 7001 port does not work, you can open the Web Client interface through the Desktop
Client (right-click on the server in the Resource Tree and choose Server Web Page).

2) You can open Web client from the Tray Assistant. Click the DW Spectrum tray icon and choose
Server Web Page.
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3) Inthe login dialog that opens, enter your standard login and password credentials. (You will be able

to check or edit the port setting on this page).

The Web Client can be opened on mobile devices as well. See Using a Server's Web Interface for more
information about the Web Client.

client is connected (as indicated by the =

 NOTE: Ifa System contains multiple servers, the web interface will control the server to which the

icon in the Resource Tree).

DW Spectrum Mobile Client provides the following features:

View live streams from cameras
Search through recorded archive
PTZ camera control

Fish-eye camera dewarping
Two-way audio

Soft triggers

Push notifications

The mobile client is available for Android and iOS platforms. It is compatible with DW Spectrum versions
3.2 and higher. Requires iOS 12+ or Android 8+.

The comprehensive User Guide for the Mobile Client is available as an additional PDF Document which can
be obtained from Digital Watchdog.

Page | 26



When DW Spectrum is installed, some initial configuration is required. A newly installed server will be
displayed as New Server on the Welcome Screen, with a prompt to Click to setup.

New System or Add Server to an Existing System:
1) Click on the New System tile to launch the setup wizard.
2) Choose one of the two options:

e Setup New System — specify a System name and owner password. The following advanced settings
are also available:

o Device setting optimization (see "Preventing DW Spectrum from Changing Manufacturer
Settings")
o Device auto discovery (see "Automatic Device Discovery")

o Usage statistics and crash reports logging (see "Sending Anonymous Usage and Crash
Statistics")

e Add to Existing System — if a System contains multiple servers (see "Configuring Multi-Server
Environment"), specify:

o System URL — this value can be auto-discovered. If it is not, the URL format is Error!
Hyperlink reference not valid., where <host> is the name or IP address of the server and
<port> is the server port (usually 7001)

o Login and Password for the existing System

Whether it is a new System or the server is connecting to an existing one, the following settings will be
required:

e Storage on each server must be configured (see “Configuring Server and NAS Storage”).

e Devices must be properly set up (see “Device Management (Cameras, Encoders and |/O Modules)”).

e Recording settings must be established (see "Recording Modes"). Remember that a sufficient
number of licenses must be obtained and activated (see “DW Spectrum Licenses”).

Once storage, device, and recording configuration is complete it is possible to define the following:

e User Roles and authorities (see "Users and User Roles")

e Layout configuration (see "Layout Management")

' NOTE: All servers in a given System have the same localsystemID value. This parameter cannot be
viewed or edited; it is required for internal processing when servers are merged. If you select "Setup
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New System," the localsystemID is assigned during initial configuration. If you select "Add to Existing
System," the localsystemID is taken from the existing System.

Compatibility mode lets you launch a compatible version of the client application to connect to a server
running a different version of DW Spectrum. The client downloads another version of itself to match the
server version using the same algorithm as auto-update.

This would be necessary when DW Spectrum is installed at multiple site locations (home, work, etc.) and
only one installation has been updated to the current version. In that case, the System will have different
versions and one client should connect to another System (client at home connects to System at work).
Systems of different versions are highlighted in red in the login dialog and in yellow on the Welcome
Screen.

When a client is connected to a server, all component versions are verified and a warning will open if the
component versions differ from one another. A message will open specifying the version for the client and
server to prompt you to restart in compatibility mode. Click Restart to connect to the server.

In some instances, it may be necessary to download additional files for the compatibility pack. Once the
download is complete, the client should be restarted.

@ IMPORTANT: The best practice is to have the same product version installed on all System
components. If some of the components (server or client) in a multi-server System have different
versions installed there may be operational issues.

See Updating DW Spectrum for more information.
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DW Spectrum provides users with one-click updating for an entire System considers servers on different
platforms in different locations and with devices, without the need for individual login to multiple devices.

Updates can be performed over the Internet using the latest build available, a specific build number, or
locally from a downloaded file or a file on a USB drive. For Internet updates at least one System
component must have an Internet connection, whether it is the Client or another server.

By default, the client and each server download the update independently from each other. But, if the
server does not have Internet access, the update can be downloaded via another server that has an active
connection. If all available servers are without Internet access, the client will provide each server with the
desired update file.

The Desktop Client can be updated without needing to update the Server. This allows for Digital Watchdog
to deliver quicker updates for Desktop Client specific issues.

nn

When the download is distributed, servers are tracked with a "ready", "skipped", or "failed" status. The
Administrator who initiated the update receives specific notifications such as "Failed to push upgrade
package to all servers. Not all servers will be upgraded. Continue?" This way updating the System does not
fail because one or more individual servers is offline or unavailable. Download progress is reported
graphically on the Updates tab for each server.

It is also possible to initiate a manual update for a specific server. If a new product version does not
support the current operating system for a blocked server the update process will not start and upgrades
for unsupported operating systems can be blocked.

Update files are stored for both the current and target version. This allows clients to update themselves
when an installation is started but not finished, or when an old Client tries to connect to a system. Servers
will delete files for the current version when a new update is started. Similarly, files for the target version
are deleted when the target version changes, for example because the update is canceled or another
target version is set. Desktop Clients do not delete update files and are not used to update other clients.

To configure System updates, open Main Menu > System Administration and navigate to the Updates tab
for update controls. The tab indicates if the latest software version is up-to-date and which version number
is currently installed.
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DA System Administration - DW Spectrum Client ? X

Licenses Email  Security DW Cloud Time Synchronization Routing M

The latest version is already installed

Update to Specific Build

Component Installed Version

=% Server DESKTOP-5EFL3E4

Cancel

The DW Spectrum default settings are established for a mix of security and convenience. If you would like
to customize preferred settings

Click on Advanced settings in the upper-right corner to configure update settings:

e Notify about available updates — If enabled, performs automatic update checks so that when a new
version of DW Spectrum is released, a notification will open in the Desktop Client.

e Automatic Client Updates — Enabled by default. Connecting clients will be automatically updated to
the new version when it's available.

e Check for updates disables update notifications and provides on-demand update checking instead
(select the Disable Automatically Checking option). Click on Check Once to search for the latest
version or Check Automatically to change the state.

In the upper-left corner is a drop-down for choosing which version to install:

e [atest Available Updates — Selects the latest product version available.

e Specific Build — Opens a dialog where you can enter a specific Build Number and Password (available
from your support team). If a new build is released to fix a particular issue, the support team may
recommend that you update to a specific version.

e Browse for Update File — Lets you search for a local update package that has been downloaded (see
Offline updates below).

In the Updates tab, DW Spectrum will indicate if a software version is up-to-date or if there is an issue with
the current build:

e Avyellow exclamation mark on the server icon in the Resource Tree indicates that the server version
is incompatible with versions of other servers in the system. (These incompatible servers must be
updated separately).
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e [f the version number is shown in green, the current version is the latest one installed on the
System.

e [f the version number is shown in yellow, it does not have the latest build but can be updated.

e [f the version number is shown in red, it does not have the latest build and cannot be updated.
(Usually because the update for the particular Server is not found. It is possible the server OS is no
longer supported or the package for such a platform was not published).

To update a DW Spectrum Server with Internet access:
1) Open Main Menu > System Administration > Updates tab.
2) Click on Download.

3) Wait for the update to download and then click on Install Update.

For DW Spectrum Servers without Internet access, the software can be downloaded with a computer that
has Internet access then uploaded to the Server:

1) Open Main Menu > System Administration > Updates tab.
2) Click on Get Update File and choose Copy Link to Clipboard.
3) Save the link to an external drive so it can be transferred to a computer with Internet access.

4) Paste the copied link into a browser on a computer with Internet access and use it to download the
update file.

5) Save the update file to an external drive, then copy it onto the Client PC that is in a private network.
6) On the offline Client PC, open Main Menu > System Administration > Updates tab.
7) Click the arrow on the Latest Available Update menu and choose Browse for Update File.

8) In the file browser that displays, navigate to the external drive where the update file is saved and
open it to start the update process.

If there is a specific build number of the DW Spectrum software that you need, you can specify the build
number for update. It may be necessary to accept a newer version of the end user license agreement
(EULA) to proceed with installation.

During the downloading phase, it is always possible to cancel an update. However, the update cannot be
canceled during the installing phase. After all online servers receive the "Install" status, a confirmation
dialog will display and you will be prompted to restart the Client to the updated version.

1) Open Main Menu > System Administration > Updates tab.
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2)

3)

4)

5)

Click on the Latest Available Update menu and choose Specific Build.

In the dialog that opens, enter the build number and a password (this should be provided by support
team), then click Select Build.

In Main Menu > System Administration > Updates tab, click on Get Update File and choose Copy Link
to Clipboard.

Follow steps 3 through 8 from the above instructions.
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The DW Spectrum user interface includes the following main regions:

=X Newlayout' X

4 BJCUBE

I LVE 1 SYNC

Parkinglo! =S

The central Viewing Grid can display up to 64 individual /tems — live camera streams, recorded video files,
websites, etc.

An arrangement of items in the Viewing Grid is called a Layout. Multiple layouts can be open at once, each
displayed in a separate tab. Layouts can be named and saved by right-clicking on the layout tab and
selecting “Save Layout”.

Sliding panels on each side of the Viewing Grid provide management and display tools. These panels can be
resized by dragging the inner edge towards or away from the Viewing Grid, and hidden or opened using
the directional arrows.

e Navigation Panel (top) — provides access to the Main Menu E, tabs for each layout, the DW Cloud
connection form, the help system, and standard window sizing controls.

e Playback Panel (bottom) — controls playback of local videos and live streams.

e Resource Panel (left) — displays all servers, devices (cameras, analog encoders, DVRs/NVRs, 10
Modules), layouts, showreels, web pages, users, other Systems, and local files (video and image
files) available to the current user. See "Searching and Filtering in DW Spectrum" for details about
searching and filtering in the Resource Panel.
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e Notification Panel (right) — contains tabs that display tiles for notifications, motion detection,
bookmarks, events, and analytics objects. See "Searching and Filtering in DW Spectrum" for details
about searching and filtering in the Notification Panel.

Each interface element has a Context Menu that provides shortcuts to key actions related to that element.
Throughout this help System you will find instructions to use these context menus to access necessary
tools. Right-click on an interface element to open its context menu.

Tooltips and Context-sensitive Help

Throughout the Client application, you can click on the contextual help icon ® open either a tool tip
for the related field or to launch the topic in this help system that describes the related dialog.

Keyboard Shortcuts

A set of keyboard shortcuts are available to speed up your workflow.

The recommended display for DW Spectrum is a maximized window. Use one of the following to maximize
the application window:

e C(lick the standard maximize window button ("Go to Fullscreen") in the Navigation Panel.
e Double-click on the Navigation Panel to toggle between a maximized or scaled window.
e Press Alt+Enter to toggle between a maximized or scaled window.

e Press F11 to simultaneously maximize the current layout and hide all side panels. (Pressing F11 again
will reopen the panels, but DW Spectrum will remain maximized.)

The DW Spectrum Desktop Client can be customized in a specific way. These settings are local and apply to
the current Client instance only.

To Customize the Look and Feel:
Open Main Menu > Local Settings > Look and Feel to set the following global display characteristics:

e Language — select your preferred display language from the pull-down menu. You must restart DW
Spectrum for this change to take effect.

e Time Mode — when the Client and Server are in different time zones, use this to select whether
Server Time or Client Time will apply in Client displays (e.g. Timeline, timestamps in Event Logs and
Audit Trail, etc.). See "Time Synchronization in a Multi-Server Environment".

e Show additional info in tree — check this box to include the IP address of devices and servers, and the
User Role of individual users in the Resource Tree display.

e Show aim overlay for PTZ cameras — uncheck this box to enable the alternative Ul for PTZ controls
(see "Alternative PTZ Controls").

e Tour cycle — sets the time, in seconds, that each item in a Tour will be displayed.
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e Background Image — toggle this switch to add an image (typically a logo) that will display on the
Viewing Grid beneath all layouts. Once an image is selected, you can use this switch to toggle the
background image on and off.

1) Click Browse to select an image file
2) Open the Mode dropdown and select the desired display mode: Stretch, Fit, or Crop.

3) Set the Intensity level (0%/completely transparent to 100%/completely opaque)

Click OK when done or Cancel to discard changes. If your changes require a restart, you will be prompted
to Restart Now, Restart Later, or Cancel.

¥ Note: The Viewing Grid background applies to all layouts. You can also add a background image
to a single layout (see "Adding a Background to Layout").

Panels in the user interface can be shown or hidden individually, or all at once.
Use the ">" and "<" arrow buttons at the perimeter of the Viewing Grid to show or hide individual panels.

Press F11 to simultaneously hide all Panels, and zoom DW Spectrum to fill the screen. Press F11 again to
show all Panels. (Note that the product window remains maximized.)

You can also use Fullscreen Mode to simultaneously hide all four sliding panels and expand the display of a
single Item to fill the entire layout.

DW Spectrum enable users to search and filter data in various forms (Audit Trail, Event Log, Device List,
Users etc.). The common Ul element is a search box. Type any characters there to activate a search. Search
results appear in the form immediately as characters are entered. This is because Camera ID strings are so
long and contain so many characters they could flood search results without this limitation.

The search functionality in the Resource Tree is a little different than everywhere else in DW Spectrum .
The Resource Tree display can be filtered in two ways, by type and by text, and these two filters can be
applied separately or together. Note that server and device IP addresses are always displayed in search
results. By using this function, the following items can be searched for: Servers, Devices (I/0 modules,
cameras, etc.), Layouts, Showreels, Video Walls, Web Pages, Users, Local Files, and Groups.

Filtering by Resource Type

Only one resource type can be selected at a time. The type filter can be applied by clicking on the
magnifying glass (E) in the Search field to open a dropdown menu. When a type filter is applied, the tree
structure changes — all elements become grouped by type, and are displayed without nested elements of a
different type (for example, cameras under layouts under users).

You can select a group from the search results (Shift + Click) or select multiple items sequentially (Ctrl +
Click). You can add items from the search results to the existing layout (Enter) or open all selected items
into a new layout (Right-click > Open in New Tab). Note that the cursor must be in the search field for
these add-to-layout functions to be available.
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Filtering by Text

Any text entered in the Search field filters the existing resource display. Multiple keywords are treated as a
Boolean "AND". For example entering abc def returns only resources which have abc and def. If the filter
returns a large number of results, only the first 64 results will be displayed. Camera ID fields are only
searched if a query is 4 symbols or longer.

Search Syntax

Search syntax in DW Spectrum search fields is generally the same across all DW Spectrum resources, but
additional search features are available in a few places.

The standard search syntax includes the following:

e Single word search (not case-sensitive)

e Two-word search (not case-sensitive and the search terms’ order does not matter)

Search Fields That Use the Standard Search Syntax

e Server Web Admin

e Desktop Client
o Resource Tree

o Event Rules (Indexed field: Source)

D Note: Events with more than one camera set will show up in your search results if one of the
cameras match the search term, but the exact camera name will not be visible until you click on the
list of cameras for that event.

o Event Log (Indexed field: Description)
o Cameras list (Indexed fields: Name, Vendor, Model, Firmware, IP, and MAC address)
o Audit Trail (Indexed fields: Camera name, User, IP, Activity, Description, Session ends)

e C(Cloud Portal

Search Fields That Do Not Use the Standard Search Syntax
The following places in the Desktop Client have an exception or additional search features.

e User Manual
o Two-word search terms will provide results for both search terms together and separately.
o An asterisk (*) can be used in any position to any number of symbols.
o A question mark (?) can be used to substitute a single character.

o Ahyphen (-) can be used in front of the second search term to search for lines that contain
the first term but not the second term.

e User Management
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o Unlike two-word searches across our other resources, only results matching the search
terms' exact order will show up.

o A question mark can be used to substitute a single character.
o An asterisk can be used in any position to any number of symbols.
e Bookmark Log — (Indexed fields: Name, Description, and Tags)
o Quotations can be used to find results with the search terms in the order specified.

e Notification Panel, Bookmarks tab (Indexed fields: Name, Description, and Tags) and Objects tab
(Indexed fields: Object type and Object text attributes)

o Quotations can be used to find results with the search terms in the order specified.

The Navigation Panel provides access to the most important System tools and features, as well as the
layout tabs. Like all panels, it can be shown and hidden. The Navigation Panel contains the following
controls:

e Main Menu B — use to configure fundamental behavior such as System Administration, Users and
User Roles, Local Settings, etc.

e Layout Tabs — all open tabs are displayed and can be navigated through.

e Cloud Connect Button 3 — connects to DW Cloud. This button indicates the current DW Cloud
connection status and allows you to connect/disconnect to DW Cloud and open the DW Cloud
Portal.

e Help Button Bl - invokes the help system.

e Standard window sizing buttons — Minimize, Maximize, Exit.

The Resource Panel contains the Resource Tree, which displays all servers, cameras and devices, layouts,
Showreels, Video Walls, web pages, users and User Roles, local files and other Systems available to the
current user. What is shown in the Resource Tree depends on the user's permission level.

D Note: To access the Resource Tree from the Web Admin, open the View tab.

Resource Tree Display

Levels can be expanded to show additional information. For example, Servers at the top-level expands to
show each server in the System, and expanding a server shows all of the devices connected to it. Expanding
Users shows both User Roles and individuals, each of which expands to show the devices and layouts that
person or role has access to, and all layouts expand to show which devices and web pages they contain.
Use Ctrl (Cmd) + F to search through the Resource Tree. The + and - keys expand/collapse Resource Tree
sections and the arrow keys can navigate through and select resources.

D Note: It is possible to share cameras between users via drag-and-drop in the Resource Tree.
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Resources that are placed in the active layout are bolded in the Resource Tree list. The currently selected
resource is shown in blue in the Resource Tree. Display of server and device IP addresses can be toggled on
or off in the Look and Feel dialog.

Each resource and resource type has a related context menu. You can highlight the name and click F2 as a
shortcut to rename a resource.

— Servers: Lists the servers registered in the System. A server may have several network interfaces, so
it is possible for different IP addresses to be displayed for the same server. Server icons indicate the
following statuses:

Client is connected to this server

]

Server is offline

Server version is incompatible with other Servers in the System (see "Updating DW Spectrum")

L]

Server is unauthorized. In this very rare situation, the password for the user Admin does not
coincide with other servers so this server is not able connect to the System. To fix this issue, open
the Server Web Page, click on Restore factory defaults, and then reconnect to the System (see
"Using a Server's Web Interface")

Devices (various icons): Each server shows a list of the attached devices. When a mouse cursor hovers over
a device icon in the Resource Tree, a thumbnail of a frame taken by that device will open (thumbnails
update every 2-3 seconds). Devices attached to a server can include:

Y cameras
Virtual Cameras

< I/O Modules
Multi-Channel Cameras
Recorders

|:| Groups: Two or more of the above devices organized into a group. To create a group, select
two or more resources, right-click the selection, and click Create Group.

Device icons indicate the following statuses:

i
Cx or *% — Device is offline (see "Diagnosing Offline Devices")

el
Ca or *8& — Device is unauthorized (see "Configuring Device's Authentication")

Icons to the left of a device name indicate the following:
® _ Device is currently in recording mode

© — Device is configured for recording but is not recording at the moment
© —Indicates camera is not recording but there a recorded archive is available.

| — Device is experiencing network issues (see "Device Disconnection/Malfunction" or "Working
Around Device Issues (Expert Settings)")
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D Note: “Preview is outdated” message is displayed over the video preview thumbnail of a device if the
thumbnail has not been updated in over 15 minutes.

— Layouts: Contains resources (devices and local files). Owned by users and displayed under
each user

e Shared Layouts — Layouts created by an administrator and made available to a User Role or
other set of users

Locked Layouts — Layouts that cannot be changed (see "Locking Layouts")

— Showreels: Cycle display through a sequence of layouts (see "Showreel (Tour Cycle)")

— Web Pages: Show the viewing cells containing a web page (see "Adding a Web Page as an
ltem")

— Users: Lists Users and User Roles

[=] (=]
== — Video Walls: Control multiple displays remotely (see "Video Wall Management")

— Other Systems: Shows servers in local network that belong to different Systems, and the
available Cloud Systems (see "Configuring Multi-Server Environment")

— Local Files: Displays the following file types:

o Local Video files (see "Playing Local Video Files in DW Spectrum")

o Exported Video Files (see "Exporting Video")

o Exported Multi-Video Files (see "Multi-Video Export")

o Screen Recordings (see "Screen Recording")

o Images

o Screenshots (see “Taking Screenshots”)

The Playback Panel provides archive and local file playback controls, extensive search capabilities, and
seamless transition from live to archived footage.

LIVE | SYNC
VEEED

e Current time — displays the current time from your computer.
e Playback buttons — use to start, stop, and control playback speed.
e Speed Slider — alternate control for playback speed.

e Timeline — controls navigation through archive footage. See "Using the Timeline".
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e Thumbnails — drag the upper edge of the Timeline upward to display preview thumbnails. See "Using
Thumbnails".

e Display buttons:

o LIVE — switches selected camera(s) to live playback mode. See "Parts of the Timeline".

o SYNC - performs time synchronization of all cameras displayed on the current layout. See
"Synchronizing Playback".

o E= -useto show/hide thumbnails above the Timeline.

o — use to show/hide calendar for navigating through archives. See "Using the Calendar".

e Volume control — adjusts audio volume of the client application. See "Adjusting Volume".

The Notification Panel provides centralized access to system information, with separate tabs for
Notifications, Motion, Bookmarks, Events and (analytics) Objects. Having these information elements
together lets you search, filter and control responses to detected events without leaving playback mode
and without having to open another window that might interfere with the layout display.

The Notification Panel has three main sections: tabs, filters, and display tiles.

Filters

Tiles

Panel Behavior
The Notification Panel can be minimized/maximized by clicking on the arrow on the outer edge.
Right clicking on the background in any tab opens a generic context menu:

e Fvent Log — see "Viewing the Event Log".

e Fvent Rules — see "Event Rules".

e Filter — see "Global Notifications".
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Tab Behavior

Only one tab can be active at a time. Each tab can be searched and filtered independently by time period,
camera, or other parameters as applicable to the given tab. Tab visibility depends on the state of the
system and user permissions. For example, the Motion tab is only available if the user has permission to
view archive; the Objects tab is only visible if there is an analytics plugin on the system which can detect
objects, or if there is a database of detected objects from a previously attached plugin.

Filters

The filter section has a set of controls which will differ by tab. The state of filter controls is independent
and persistent for each tab when configured in the Notification Panel. The filter options to choose from are
—time, camera, area for motion detection, event type for events, object type, and area selector for
objects. See "Searching and Filtering in DW Spectrum" for more details.

Click on a filter control to open a menu of options. When a filter is applied it will be highlighted. Some
filters can also be added by selecting an item outside of the Notification Panel, such as clicking on a camera
tile or selecting an area on a camera tile to filter motion detection. Click on the X to clear a filter.

e Time selector — The following options are available:
o Any time (default)
o Lastday
o Last 7 days
o Last 30 days

|:| Note: If a segment is selected on the Timeline, that segment becomes the time filter and it is applied
to all tabs.

e Camera selector — The following options are available:
o Any camera (default)
o Current camera
o Cameras on layout
o Choose cameras

e Area selector — Available to the Objects and Motion tabs only, with the prompt to "Select area on
the video to filter results" if an area is not selected, or in filtered state "In selected area". In the
Motion and Objects tab, selecting an area simultaneously selects the related camera.

e Fvent selector — Available for the Events tab only and has a two-level menu where the second level
menu options are dependent on the top-level selection. Available events are:

o Any event

o Motion on Camera

o Input Signal on Camera
o Soft trigger

o Plugin Diagnostic Event
o Generic Event
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o Analytics Event
o Camera Issues
o Server events

e Plugin selector — Only available while in the Objects tab. Its options depend entirely on the third-
party products integrated with your DW Spectrum System.

e Object selector — Only available while in the Objects tab. Its options depend entirely on the third-
party products integrated with your DW Spectrum System.

Event Counter

The event counter shows the number of events displayed in the tiles section. Click the image button (I
toggle thumbnails on and off, and in the Objects tab, you also have the option to click the information
button (=) to toggle thumbnail information on and off.

Tile Behavior

Tiles display is always ordered with the most recent tile on top. If the source camera is not in the current
layout, double-click to add it or open it in a new layout tab (Right-click). If the source camera is open in the
active layout and SYNC mode is turned on, the archive playback for all items in the layout will be
synchronized to that camera's Timeline. Clicking on a tile opens the related archive and moves the Timeline
marker to the start of the Bookmark.

All tiles have one of four priority types, as indicated with color:

e Default
e Success
o Alert

e Critical

The Notifications and Event tabs handle tiles a little differently depending on the event type. A notification
tile may open because of an event and then close, or may open and only close when the triggering event
ends or the triggering System state changes. However, notifications with the "Force Acknowledgment"
setting cannot be closed until the required action is complete. Event tiles appear after the triggering event
and do not close until relevant event information is stored in the system database.

Search Field

When there is a search field, text input filters all results so that only the tiles that meet the search criteria
are displayed.

Responding to a Notification

While in the Notifications tab, hovering the cursor over a notification displays additional information
according to the notification type.
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Clicking or double-clicking on a notification displays additional information and triggers a corresponding
action. For example, clicking on a "network issue on device notification" displays the last frame received
from that device and opens the Device Settings dialog. Clicking on an email address issue opens the Email
Server Settings or the User dialog.

Section 6.11 — Notifications Tab

Notifications in this tab fall into two categories, informers and notifications. Informers are pinned to the
top of the tile section and display a current System state, for example "Device IP Conflict", "Storage Issue",
or "Email is not set for <username>". Clicking on a tile will launch the appropriate dialog where related
settings can be modified, for example, the Server settings dialog for a storage issue notification.

They may also show an updates status bar or a prompt for how to resolve the issue ("Enter your email
address to receive system notifications").

Notifications are displayed at the moment the triggering event occurs, usually as a result of an event rule.
Examples are "Motion on Camera" or "License Issue". Notifications can be shown for a group of events if
the triggering rule is set to aggregate the action ("Connection to streams on 5 cameras has been lost" with
a list of the camera names).

Email addre ; not set
Email server is not set

Motion on Camera

Traffic Cam

gee Do ik ooy !
P T ""ﬂi;_a A —

Section 6.12 — Motion Tab

When the Motion tab is active, the Client enters Motion Search mode. Conversely, any other method of
entering Motion Search mode will launch the Motion Tab. In this mode, items in the active layout are
overlayed with a semi-transparent Motion Smart Search grid. The default filter display is any time and the
currently selected camera.
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Traffic Cam

e

When you click-and-drag on an item display, a red rectangular area is created in which motion will be
detected for that camera. Multiple search areas can be created by holding down the Ctrl button while
drawing. Selecting a detection area also sets the filters to the states Selected Camera and Selected Area.

Parkinglot f . @oEOD O X
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Archive segments on the Timeline that have motion in the selected area are highlighted in red. It is
possible to have a motion detection area in as many layout items as you like. When you shift focus to a
different camera, the motion search display switches accordingly.

9/9/2019 3 PM

To enter Motion Search mode from layout:
e Right-click on the item and choose Show Motion/Smart Search option from the context menu.

e C(lick the Smart Motion Search button () in the top right of the item tile.

e Press the Motion tab shortcut on your keyboard (the m key).

Section 6.13 — Bookmarks Tab

The Bookmarks tab in the Notification Panel provides a visual interface for searching and viewing
Bookmarks. All information from the Bookmark dialog is displayed with a thumbnail image for
approximately the middle of the Bookmark video. When a camera tile is selected, Bookmarks in the archive
will be shown in descending order by archive timestamp. Clicking on a Bookmark will move the Timeline
marker to the start of the Bookmark. Default filter display is any time and any camera. The Search field can
search through the Bookmark Name, Description, and Tags (see "Searching and Filtering in DW Spectrum"
for more details).

Bookmark 3

Traffic Cam
L3 " L. ¥
L i
o] i
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When the Bookmarks Tab is active, blue bookmark segments will display in the Timeline. (See "Using
Bookmarks" for more details.)

9/9/2019 3PM 9/9/20194 PM

Section 6.14 — Events Tab

The Event tab is only available to users who have permission to view the Event Log. It provides a visual
display of the Events Log content (see "Viewing the Event Log"). Default filter display is any time, any

camera, and any type of event.

Section 6.15 — Working with Multiple DW Spectrum Windows

It is possible to open multiple DW Spectrum windows in a multi-monitor environment.

To open a new window, click on Main Menu > New > Window. You can select Items from the Resource
Tree or Viewing Grid and drag them to the new window (only Administrators can add Items to a predefined
Layout).

You can also select an item and open it directly in a new window:

1) Select desired Items in the Resource Tree or on the Viewing Grid.

2) Select Open in New Window from the context menu.

The Video Wall feature provides further control of multiple displays and broadcast capability (see "Video
Wall Management").
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DW Spectrum includes a context-sensitive help system.

To launch the help system, click on the Help button "?" in the Navigation Panel, then click on the desired
interface element. This manual will open in a web browser to the topic most relevant to the element you
clicked on.

You can also use the F1 button to open the About DW Spectrum dialog, which displays important System
and network configuration information (see "Collecting Additional Information").

These keyboard shortcuts are for Windows and Ubuntu Linux, but most will also work for Mac OS by
replacing "Ctrl" with "Command" key. Keyboard shortcuts only affect the active item.

Action Windows Shortcut Mac OS X Shortcut
About F1 F1

Alarm/Event Rules Ctrl + E Cmd+E

Archive selection end ] ]

Archive selection start [ [

Bookmark Log Ctrl + B Cmd+B

Exit item's fullscreen mode Esc Esc

Check File Watermark Alt+C Option + C

Close layout Ctrl + W Cmd +W

Connect to another Server

Ctrl + Shift + C

Cmd + Shift + C

Create new Layout

Ctrl+T

Cmd+T

Device List

Ctrl + M

Cmd+ M

Disconnect from Server

Ctrl + Shift + D

Cmd + Shift +D

Duplicate item on layout

Ctrl + drag-and-drop

Cmd + drag-and-drop

Enable Smart Search

Shift + Left click + drag

Shift + Left click

Enable/disable Image Enhancement Alt +) Option +J
Event Log Ctrl + L Cmd+L

Exit Desktop client Alt + F4 Option + F4
Fisheye dewarping (toggle) D D

Hide all panels and switch to Fullscreen

Mode F11 F11

Information on Item (toggle) I I
Maximize/minimize item Enter Enter

Move entire scene Alt + arrows Option + arrows

Page | 47



Action Windows Shortcut Mac OS X Shortcut
Move PTZ/fisheye camera angle ?,°?,°,° ?,7,°?,7?
Mute U u

Next layout in tour ?,?, PgDn, Space, or Enter

Next recorded chunk X X

Open Bookmarks tab (from Notification 5 B

Panel)

Open Events tab E E

Open local file Ctrl+ O Cmd+0O
Open Motion tab (from Notification Panel) / M M
Smart Search Toggle

Open new window Ctrl + N Cmd+N
Open Notifications tab (from Notification N N

Panel)

Open Objects tab (from Notification Panel) 0] 0]
Play/Pause video Space Space
Playback slow down (on pla revious

frart\e (on pause) (onplay) /p Ctrl+7? Cmd+?
ELa:sbea;ck speed up (on play) / next frame (on Ctrl + 7 cmd + 2
Previous layout in tour ?,?, PgUp, Backspace

Previous recorded chunk yA Zz

PTZ (toggle) P p
Remove item from layout Delete Delete
Rename Resource F2 F2

Rotate item

Alt + Click-and-drag

Option + Click-and-drag

Rotate with 15-degree step

Ctrl + Alt + Click-and-drag

Cmd + Option + Click-and-
drag

Save layout

Ctrl +S

Cmd+S

Save layout as

Ctrl + Shift + S

Cmd + Shift + S

Screen Recording (toggle) Alt +R Option + R
Screenshot from selected item Alt+S Option + S
Search Resource Tree Ctrl+F Cmd +F
Select camera on layout Shift +7?, ?,?, ? Shift +?, ?,?,?
Shift selection in Resource Tree ?,? ?,7?
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Action Windows Shortcut Mac OS X Shortcut
Show info on Item I I

Start tour on layout Alt+T Option +T

Switch Layout Ctrl + Tab Cmd + Tab

Switch to LIVE L L

SYNC on/off S S

System Administration Ctrl + Alt + A Cmd + Option + A
Volume down Ctrl +7? Cmd +?

Volume up Ctrl +? Cmd+?
Windowed mode/Fullscreen Alt + Enter Option + Enter

Zoom in/out on PTZ/fisheye camera

[+]/[-1/Mouse Scroll Wheel

[+]/[-]/Mouse Scroll
Wheel

Zoom window (create) w

W

DW Cloud is an important part of DW Spectrum that extends functionality of DW Spectrum Systems. Once

the System is linked to DW Cloud, it is possible to access it from any location through the Internet without

any additional settings like port-forwarding and IP/Hostname/Port. See "Connecting System to DW Cloud"

and "Logging in to DW Cloud".

Options and Information Available When a System Is Selected

e View
O
o
e Settings
@)
@)

O

See all connected servers and devices

View live and recorded video
— System Administration (General)
Rename System

Merge with Another System

Disconnect account from the System

Disable auto discovery

Allow system to optimize camera settings

Toggle anonymous usage and crash statistics

Disable audit trail

Allow only secure connections

Encrypt video traffic

Limit session duration
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e Settings — System Administration (Licenses)

o Activate licenses

o View license information
e Settings — Cameras

o Select image aspect ratio

o Select image rotation

o Enable audio
o Edit authentication credentials

o Configure motion detection

e Settings — Users
o Addusers

o Modify user information (hame and email)

o Delete users

o Change user password

e Settings — Servers
o Change port
o Restart Server

o Restore factory defaults

o Detach from the System

o Choose Main or Backup storage

o Add external storage

o Reindex main storage

o Reindex backup storage

e [nformation

o View Health Monitoring information and download a report.

o Settings — Footer

o About DW Cloud

o Download DW Spectrum
o Support

o Terms of Service

o Privacy Policy

o Supported Devices

|:| Note: See "Searching and Filtering in DW Spectrum" for details about searching and filtering in
the Cloud Portal.

Account Settings

e Change account name and language settings
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Change Password

Two-factor authentication

Main Menu

Services

o Downloads

o Supported Devices

o Health Report Viewer
External Links

o Support

o Privacy Policy

Improve the security of your DW Cloud account and prevent unauthorized access by enabling Two-Factor
Authentication (2FA). Logging into an account with 2FA turned on requires a verification code generated by
a mobile authentication app (e.g., Google Authenticator, Microsoft Authenticator, or Duo Mobile) in
addition to your DW Cloud password to be entered.

To Turn On Two-Factor Authentication 2FA:

1)
2)
3)
4)
5)
6)
7)

8)

Install Google Authenticator, Microsoft Authenticator, or Duo Mobile on your mobile device.
Open DW Cloud Portal and log in to your account.

Open the Account Settings dropdown menu and click Security.

Enable Two-factor authentication.

Enter your DW Cloud account password.

Open the mobile authentication app and scan the QR code.

Enter the TOTP verification code generated by the mobile authentication app.

Click Verify to complete the setup process.

X Note: For additional security, enable Ask for verification code on every login with DW Cloud account,
or generate single-use backup codes to keep somewhere safe that can be used to log in if you lose
access to the mobile authentication app.

Once logged in to DW Cloud, a user gains access to all servers that are connected to DW Cloud . See
"Connecting to System from the Welcome Screen".

The following operations are possible:
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e Login to any System without entering credentials
e Share access to DW Cloud

e Share Systems with users and create custom user roles.

To Connect a System to DW Cloud:

It is necessary to have a DW Cloud account first. See Logging in to DW Cloud for more details.

Desktop Client

1) Open Main Menu > System Administration and go to the DW Cloud tab.
2) Click Create DW Cloud Account to open a registration form in the DW Cloud portal.

3) Click Connect System to DW Cloud and log in to DW Cloud.

Web Admin / Cloud Portal

1) Open Web Admin and log in.
2) Go to Settings > System Administration > General.

3) Click Connect to DW Cloud and log in to DW Cloud.

Once connected, the System will be displayed in the DW Cloud Portal and will be accessible without a log
in. Sharing can be done from within the DW Cloud portal or by adding a new cloud user via the Desktop
Client.

To Disconnect a System from DW Cloud:
1) Open Main Menu > System Administration and go to the DW Cloud tab.
2) Click Disconnect System from DW Cloud Account.

@ IMPORTANT: Note that disconnecting will cause all users a System is shared with to lose their
access.
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The Main Menu is where fundamental DW Spectrum client behavior is configured, such as server
connections, display characteristics, and the permissions granted to categories of users.

Click on the Main Menu button B in the upper left corner of the Navigation Panel to access the
following:

e Connect to (Another) Server (Ctrl+Shift+C) — see "Connecting to System from the Welcome Screen".

e Disconnect from Server (Ctrl+Shift+D)
e New
o Tab — creates a new empty tab in the Tab Navigator (see "Layout Tabs").

o Window — opens a new window of DW Spectrum (see "Working with Multiple DW Spectrum
Windows").

o Welcome Screen — opens the Welcome Screen in a new window of DW Spectrum (see
"Working with Multiple DW Spectrum Windows").

o User — creates a new user (see "Users and User Roles").

o Video Wall — creates new Video Wall (see "Video Wall Management").

o Web Page — creates a new layout item for a web page (see "Adding a Web Page as an
ltem").

o Showreel — creates a new tab containing a Showreel layout (see "Showreel (Tour Cycle)").

o Virtual Camera — creates a new Virtual Camera device (see "Setting Up a Virtual Camera").

o File(s) and Folder commands open and play back selected local video files or all video files in
a folder, respectively (see "Playing Local Video Files in DW Spectrum").

o Web Client — opens a web browser to an DW Spectrum Web Client login dialog (see
"Opening DW Spectrum Web Client").

e Start/Stop Screen Recording (Alt+R) — toggles screen recording of an entire window (see "Screen
Recording (Windows Only)").

e System Administration (Ctrl+Alt+A) — opens a tabbed dialog for System-related settings (see
"System-Wide Configurations").

e User Management — opens a dialog for managing individual users and defining roles for user groups
(see "User and Role Management").

e local Settings — opens a dialog for local client settings (see "Customizing Look and Feel of DW
Spectrum").

e Audit Trail — opens a log that displays all user sessions, actions, and device activity (see "Audit Trail
of User Actions").

e Bookmark Log (Ctrl+B)— opens a log where you can view, search and manage Bookmarks (see
"Searching Bookmarks").

e Add Device — opens the dialog where you can specify or search for a connected device, by server
(see "Adding Devices Manually").
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Merge Systems — allows for merging of multi-server Systems (see "Configuring Multi-Server
Environment").

About (F1)- displays product version, hardware, and driver information (see "Collecting Additional
Information").

Save Window Configuration — allows for retaining and restoring settings for multiple Desktop Client
windows at a time (see "Retained Settings" for more information).

Exit (Alt+F4) — closes DW Spectrum client session.
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The System Administration dialog (Ctrl+Alt+A) is where you create the events DW Spectrum will track, and
monitor current user, device, and licenses status. The dialog contains the following tabs and sections:

e General
o Event Rules — opens the dialog when events and corresponding actions can be configured.
o Event Log — opens the list of events that occurred.
o Device List — opens the list of devices in the System.
o Audit Trail — opens the list of users' actions. Can be enabled and disabled.
o Bookmarks — opens the Bookmark log.
o System Settings

e Enable cameras and servers auto discovery

e Send anonymous usage and crash statistics to software developers

e Allow System to optimize camera settings

e Security

e Use only HTTPS to connect to cameras

e Force servers to accept only encrypted connections

e Encrypt video traffic

e Archive encryption

e Display watermark with username over video

e Enable audit trail

e Limit session length

o Backup and Restore

e Creates or restores a backup database of the System configuration (server and camera settings,
users, event rules, etc.).

e Licenses — use this tab to manage licenses and activation.
e Email — use this tab to configure an outgoing email server.
e Updates —tools to manage versions and updates.

e Users —shows all users and roles defined on the System.

® Routing Management — shows System servers and their IP addresses.

e Time Synchronization — lets you choose or synchronize server time.

e DW Cloud — use this tab to create or connect to a Cloud account.

e Plugins — this tab lists the analytics plugins discovered on a System, in alphabetical order by device
manufacturer.
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Video from any camera in DW Spectrum can be viewed live without a license, and there are no device
count restrictions. However, a license is required to record video from a device. One license provides one
channel, which is the ability to record an IP video stream from an IP camera, an RTSP stream, or an HTTP
link. Therefore you need one recording channel per camera.

Several types of licenses are available, including professional, edge (for ARM servers), encoder, and the
others discussed below.

A trial license is a time license which expires after a certain length of time.

I/0 Modules require a specific type of license. See "Setting Up I/O Modules".

A specific type of license is also required for Video Walls. Each license allows a Video Wall to be extended
to 2 monitors. For instance, 4 licenses allow a Video Wall to be displayed on 8 monitors. See "Video Wall

Management".

Licenses and Hardware ID

Every DW Spectrum license, when a